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PUBLIC
 
	Non-Disclosure Agreement

between 
Sumitomo Electric Bordnetze SE (“SEBN”)
Brandgehaege 11, 38444 Wolfsburg-Hattorf 
(Local Court of Braunschweig, HRB 205587)

and
[]
[Address] 
[Register data],

both hereinafter referred to collectively as the “Parties” and individually as a “Party”

	Preamble
The Parties intend to hold discussions on [ description of the project, e.g. ‘Purchasing contacts’, ‘Provision of recruiting services’ ...] (the “Project”).

	Within the framework of the Project, the Parties will make available to each other information concerning trade and business secrets and other confidential information of the respective Party and of the companies associated with it within the meaning of Sections 15 et seq. of the German Stock Corporation Act (Aktiengesetz - AktG).

	This agreement sets out the conditions under which the Parties, their directors, employees, agents, and authorised consultants contractually bound to secrecy as well as the corresponding persons may receive and use confidential information from the companies affiliated with the Parties pursuant to Sections 15 et seq. AktG (hereinafter “Representatives”).

	The Parties agree on the following:

	§ 1 Project confidentiality
Each Party undertakes to keep secret both the fact that the Parties are in talks on the Project and the details of such discussions, the content of this agreement and any other information relating to the completion or implementation of the Project. 

	§ 2 Confidential Information
0. "Confidential Information" means any financial, technical, economic, legal, fiscal, business, personnel or management information, items, findings, results and data made directly or indirectly accessible by the disclosing Party to the receiving Party, whether or not it is designated or marked as confidential (e.g. Project, development, research and planning data, drawings, drafts, sketches, designs, prototypes, industrial property rights, personal data, prices, quotes, responses to quotes, customer drawings and specifications, customer and supplier data, contents of employment contracts and salaries). 

	0. Confidential Information may also include information which does not comply with the requirements of business secrecy under the Act on the Protection of Trade Secrets in individual cases. 

	0. Whether and on which carrier medium the Confidential Information is embodied is irrelevant, in particular oral information is also included. 

	§ 3 Exceptions
Confidential Information shall not include information which:

	0. is generally available at the time of its notification or becomes generally available after its notification;

	had been lawfully in the possession of the receiving Party without breach of any obligation of confidentiality prior to its transmission by the disclosing Party; 
was prepared or produced solely by the receiving Party, independently of the disclosing Party's Confidential Information; or

	the receiving Party has received from a third party before or after the conclusion of this agreement, provided that the third party has obtained the information lawfully and is entitled to disclose such information without restriction.

	The Party relying on one of the foregoing exceptions must prove that the conditions in question are met.

	§ 4 Confidentiality obligations
Each Party agrees that Confidential Information shall

	0. be kept secret and not disclosed to third parties (except for § 7);

	not be used for purposes other than the Project; and

	only be disclosed to Representatives if and to the extent necessary for the implementation of the Project ("need-to-know basis").

	§ 5 Protective measures 

	To ensure the confidentiality of the Confidential Information, the receiving Party undertakes to:

	0. take appropriate measures to protect Confidential Information and at least those measures to protect particularly sensitive information about its own business;
0. protect all documents, materials, data and records containing Confidential Information from decryption, e.g. by observation, investigation, dismantling or reverse engineering;

	notify the respective disclosing Party without delay upon becoming aware of any actual or threatened unauthorised use or disclosure of Confidential Information and take all reasonable steps to prevent or terminate such use or disclosure, with the assistance of the disclosing Party, as appropriate. 

	§ 6 Obligation of Representatives 
Each Party undertakes to:

	0. inform its Representatives of the confidentiality of the Confidential Information before disclosing it to them;

	make reasonable efforts to ensure that their Representatives are bound by the obligation of secrecy.

	§ 7 Disclosure to third parties
To the extent that, exceptionally, the Project requires that Confidential Information be made available to third parties (e.g. financing banks or insurance companies), the receiving Party shall ensure that all third parties it employs in the Project accept the provisions of this agreement as binding on itself through appropriate written agreements or are bound by its contract of employment to maintain confidentiality. Disclosure to third parties is required if the receiving Party is otherwise unable to perform or unable to fully perform the obligations arising from the Project. Upon request, the disclosing Party shall be notified immediately of any disclosure to a third party and written evidence of further commitments by third parties must be provided.  

	§ 8 Disclosure obligations 
If a Party, its Representative or an entity affiliated to it is required by law or by a lawful administrative or judicial order to disclose Confidential Information, that Party shall:

	immediately inform the other Party thereof and, upon request, assist the other Party and take all necessary steps to protect the Confidential Information as far as possible or to have it protected by the courts; and

	make reasonable efforts to ensure that only Confidential Information that is required to be disclosed pursuant to the legal obligation or order is disclosed.

	§ 9 Security Incidents
0. In the event of a security incident involving unauthorized access, disclosure, alteration, or destruction of Confidential Information of SEBN Group, the receiving Party is obliged to promptly inform SEBN via email to SEBN.InformationSecurity-DE@sebn.com about the incident. 
A security incident is defined as any event that disrupts or has the potential to disrupt the operation of the Project or poses a risk to the confidentiality, availability, or integrity of the data or systems involved.
The receiving Party will provide a summary of the incident to SEBN, including the nature and scope of the security incident, the potential impact on Confidential Information and any remedial actions undertaken or planned. Both Parties agree to cooperate fully, sharing relevant information as necessary, to mitigate potential damages and ensure compliance with applicable legal obligations regarding data protection and incident reporting.
§ 10 No warranty

	0. Neither Party warrants that the Confidential Information it provides is complete and/or accurate and may be used by the other Party for the purposes of the Project.

	Neither Party shall be liable to the other Party for any damage suffered as a result of its use, whether or not this agreement permits such use, or as a result of its reliance on the completeness and accuracy of the Confidential Information submitted.

	§ 11 Return/destruction of information

	0. The receiving Party shall, at the request of the disclosing Party:

	0. return, erase or destroy all Confidential Information, whether in writing or otherwise, to the disclosing Party without undue delay at the disclosing Party's discretion;

	at the same time, return, delete or destroy any other material, including any material created by itself, containing or allowing inference to Confidential Information at the disclosing Party's discretion; and

	confirm in writing that it has returned, deleted or destroyed the Confidential Information in the manner described. 
This does not apply if the Party is legally or for other compelling reasons obligated to retain the Confidential Information. 

	The destruction of the Confidential Information shall be carried out in accordance with the respective state of the art. Electronic data shall be erased completely and permanently in such a way that it is impossible to restore the data. This does not include data that is in an automated, electronic backup. The Parties undertake to refrain from using such Confidential Information in the electronic backup.

	Each Party undertakes to ensure that its Representatives also destroy, delete or return the Confidential Information held by them in accordance with this § 11.

	§ 12 Term and termination 

	This agreement shall enter into force upon signature and shall expire one (1) year after completion of the Project. It also applies to Confidential Information exchanged under the Project before signing the agreement. The Parties' obligation to maintain the confidentiality of Confidential Information shall remain in force until five (5) years after the end of this agreement.

	§ 13 Damages

	Each Party undertakes to compensate the respective disclosing Party for all damages (including reasonable consulting fees and other legal costs) resulting from a culpable unauthorised use or disclosure of Confidential Information by the receiving Party.

	§ 14 General provisions

	0. This contract can be concluded in text form. 

	This agreement is subject to German law excluding the respective conflict of laws. All disputes arising from or in connection with this agreement or its validity shall be finally settled in accordance with the Arbitration Rules of the German Institution for Arbitration (Schiedsgerichtsordnung der Deutschen Institution für Schiedsgerichtsbarkeit e.V. – DIS), excluding ordinary legal proceedings. The arbitration tribunal shall consist of three arbitrators. The place of arbitration is Wolfsburg, Germany. The language of the proceedings shall be German.

	If any provision of this agreement is or becomes invalid in whole or in part, this shall not affect the validity of the remaining provisions of this agreement. The ineffective regulation is replaced by the legally permissible regulation which comes closest economically to what is desired by the ineffective regulation. The same applies in the event of a contractual loophole.
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Date, Place

	
_________________________________
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	Sumitomo Electric Bordnetze SE
	[ Other Party]
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Name, Position in block letters
	_________________________________
Name, Position in block letters
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